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NERAG RISK REGISTER

Date:

Objective: 

Conduct an assessment of the risks to the community of an East Coast Low in order to direct and prioritise the community’s emergency 
management through prevention, preparedness, response and recovery.

Scope: 

The assessment will address the risks of a storm surge, associated with an East Coast Low, to the local community and consider possible 
impacts to people and infrastructure in the municipality. Storm surges to be considered are 1:100 year and 1:500 year events.

Risk Analysis

Risk 
No. Level of Existing PP Controls Level of Existing RR Controls Consequence Likelihood Risk

Confidence 
Level

3.1 Building Regulations 
Public Education 
Drainage Maintenance 
Early Warning System

2 
1 
2 
2

SES  
Emergency Shelters 
Volunteer Organisations 
Medical Services 
Evacuation Arrangements

2 
NA 

1 
3 
2

Major Unlikely Medium Moderate

3.2 Building Regulations 
Public Education 
Drainage Maintenance 
Early Warning System

2 
1 
3 
2

SES 
Emergency Shelters 
Volunteer Organisations 
Medical Services 
Evacuation Arrangements

2 
2 
1 
3 
2

Moderate Possible Medium High

3.3 Building Regulations 
Public Education 
Drainage Maintenance 
Early Warning System

2 
1 
3 
2

SES 
Emergency Shelters 
Volunteer Organisations 
Medical Services 
Evacuation Arrangements

2 
2 
1 
3 
2

Minor Possible Low High

Example of Risk Register (Risk Analysis)

Risk Statement:

There is the potential that a storm surge resulting from an East Coast Low will cause floods to low-lying development 
including an aged care-facility, which in turn will cause impact on the inhabitants.

Control Level:

The risk study team felt the controls associated with preventing a major consequence were generally less effective 
than for moderate consequence events.

Credible Consequence Levels:

Major (Risk ID 3.1) – Moderate (Risk ID 3.2) – Minor (Risk ID 3.3)

Confidence Level:

Major Consequence – Moderate Confidence, lack of historical event data for major consequence events 

Moderate Consequence – High Confidence, data validated.

Minor Consequence – High Confidence, data validated.
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6.3	 Evaluate Risks
“Risk evaluation is the process of comparing the results of risk analysis with 
risk criteria to determine whether the risk and/or its magnitude is acceptable 
or tolerable” (ISO31000:2009). Its purpose is to assist decision making on 
which risks require further detailed analysis and/or need treatment and the 
priority for implementation of risk reduction activities. 

The evaluation of risks from emergency events takes into account the risk 
identification and analysis, as summarised in the bow-tie diagram and 
risk register. In addition, the ALARP (As Low As Reasonably Practicable) 
principle is applied to define boundaries between risks that are generally 
intolerable, tolerable or broadly acceptable. The risk evaluation will 
conclude by deciding whether each risk needs further analysis or treatment.

6.3.1	 ALARP Principle

The ALARP principle will help to prioritise a risk pecking order and 
determine which risks require action and which do not. Those that are 
broadly acceptable naturally require little, if any action, while risks that are 
at an intolerable level demand attention to bring them to a tolerable level. 
It is entirely appropriate and accepted practice that risks may be tolerated 
provided that the risks are known and managed. 

For a risk to be acceptable it needs to fall in the broadly acceptable region 
of the ALARP diagram above. Some risks may be tolerated, subject to being 
as low as reasonably practicable, and these fall within the tolerable region 
(subject to ALARP). Two factors to be considered when determining whether 
the risks are intolerable, tolerable subject to ALARP or broadly acceptable 
are the risk rating and the confidence level.

Their interrelationship is shown in the tolerability matrices below, which serve 
as an aid in guiding whether a risk falls in the intolerable region, tolerable 
region subject to ALARP or the broadly acceptable region of the ALARP 
diagram. The output of their use is to be recorded in the risk register.

Inputs and Tools:  
risk evaluation

•	 risk register

•	 ALARP principle

•	 tolerability rating
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Tolerable Region  
subject to ALARP

Generally Intolerable Region

Broadly  
Acceptable  

Region

Generally Intolerable risks require 
risk treatment measures whatever 
their cost, or the elimination of  
the risk.

Tolerable risks define the ALARP 
region, as risks should be driven  
to the broadly acceptable region.

Broadly Acceptable risks are 
negligible or so small that no 
additional risk treatment measures 
are required and should be  
managed by existing systems.
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6.3.2	 Risk Tolerability

The following tolerability matrices should be used depending on the level of 
confidence for a particular risk statement.

Table 6	 Evaluation Table – High Confidence Level

Table 7	 Evaluation Table – Moderate Confidence Level

Table 8	 Evaluation Table – Low Confidence

Consequence Level

Likelihood Level Insignificant Minor Moderate Major Catastrophic

Almost Certain

Likely

Possible

Unlikely

Rare

Very Rare

Almost Incredible

Consequence Level

Likelihood Level Insignificant Minor Moderate Major Catastrophic

Almost Certain

Likely

Possible

Unlikely

Rare

Very Rare

Almost Incredible

Consequence Level

Likelihood Level Insignificant Minor Moderate Major Catastrophic

Almost Certain

Likely

Possible

Unlikely

Rare

Very Rare

Almost Incredible

Intolerable

Tolerable subject to ALARP

Broadly Acceptable
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6.3.3	 Demonstration of ALARP

For risks considered tolerable subject to ALARP, control implementation 
or improvement opportunities need to be considered, particularly for 
those pathways that are critical. For instance, if only one prevention or 
mitigation control is identified for a source, this control will be critical and 
therefore needs to be of appropriate adequacy and/or supported by other 
controls. Also, low control levels assigned during the risk analysis may 
indicate weaknesses and a need for greater attention and improvement. 

The risk evaluation needs to consider whether any control implementation 
or improvement opportunity would shift the risk rating, hence indicating 
key areas and options for risk treatment. For this, assuming that the 
control implementation or improvement has been completed and 
satisfies the adequacy requirements, each risk is re-assigned qualitative 
consequence and likelihood ratings to determine the level of residual 
risk (assuming control opportunities are implemented). This hypothetical 
residual risk rating is recorded in the risk register. 

6.3.4	 Decision Point

At this stage, the workshop will have generated a comprehensive risk 
register, which has undergone scrutiny during the analysis, and review 
during the evaluation. It will be used to conclude the risk evaluation by 
deciding what further action might need to be taken for each risk.

The Decision Point is to decide whether further analysis is required. In 
deciding, the following need to be taken into consideration:

•	 external factors that may affect the assessment which could have been 
included

•	 the level of uncertainty as assessed by the confidence rating.

Further analysis should be considered if it will increase the confidence in 
the risk assessment and result in a different decision being made. 

Tip

After a risk has been determined as 
being tolerable subject to ALARP, 
the risk study team needs to 
examine whether the risk is in fact 
ALARP. This is done by determining 
whether control opportunities 
can reduce the risk. For this, the 
implementation or improvement of 
controls is assumed and the risk is 
re-rated according to the process 
for risk analysis. The residual risk 
is then recorded in the risk register. 
If the rating is reduced, clearly 
these risks are not ALARP and must 
move through to risk treatment. If, 
however, the re-rating shows no 
change in risk level, these risks 
can be considered ALARP and are 
therefore only subject to ongoing 
monitoring and review.

Tip

At the decision point, the facilitator will need to address any comments 
captured during the process, because they might influence the decision. 
Also, the facilitator may need to determine whether further workshopping 
is required to supplement this base-line assessment (e.g. by use of a 
different, more suitable suite of information).

Scene Setting

Risk Identification

Risk Analysis

Risk Evaluation

Ongoing Risk 
Management

Detailed 
Analysis

Further Analysis 
Required?

WORKSHOP

AFTER THE	
WORKSHOP
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The flowchart below demonstrates how to determine whether further analysis is required.

The outcome of this is the allocation of each evaluated risk to one of the following groups:

•	 Risks requiring further analysis and subsequent re-evaluation

	 The rationale for placing risks in this group will guide the purpose and desired outputs of the analysis.  
For these risks, the risk assessment continues in the form of a revised base-line assessment or a detailed 
analysis.

•	 Risks requiring (immediate) treatment with certainty about the treatment measure

	 A summary of the risk evaluation, that is, information contained in the risk register, will provide guidance about 
key areas and options for risk treatment. For these risks, the risk assessment is completed, because they will be 
treated and subject to monitoring and review during the ongoing risk management process.

•	 Risks (currently) requiring neither further analysis nor treatment

	 For these risks, the risk assessment is complete. They will be subject to monitoring and review during the 
ongoing risk management process. 

6.3.5	 Risk Register

At this stage the risk study team will have generated a complete risk register (refer to the example risk  
register below).

Risk Analysis

Gap Analysis  
of Risk and  

Confidence Levels

Detailed Analysis

Yes Yes

No No

Risk Evaluation

Ongoing Risk 
Management

Decision Point 
(Further Analysis 

Required?

Would the  
tolerability of  

the risk be affected  
by increased 
confidence?

Decision Point 
(Further Analysis 

Required?

Would higher 
confidence result  
in a difference  
decision being  

made?
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NERAG RISK REGISTER

Date:

Objective: 

Conduct an assessment of the risks to the community of an East Coast Low in order to direct and prioritise the community’s emergency 
management through prevention, preparedness, response and recovery.

Scope: 

The assessment will address the risks of a storm surge, associated with an East Coast Low, to the local community and consider possible 
impacts to people and infrastructure in the municipality. Storm surges to be considered are 1:100 year and 1:500 year events.

Risk Evaluation

Risk 
No. Tolerability Treatment Strategies

Residual 
Consequence

Residual 
Likelihood

Residual 
Risk

Further 
Action

3.1 Tolerable subject to ALARP Design and install Levee Banks 
Improved Evacuation Plans for 
aged care facility 
Training for Emergency 
Services in evacuation of aged 
community

Major Rare Medium Treatment 
required, 
no further 
analysis

3.2 Tolerable subject to ALARP Design and install Levee Banks 
Improved Evacuation Plans for 
aged care facility 
Training for Emergency 
Services in evacuation of aged 
community

Moderate Rare Low Treatment 
required, 
no further 
analysis

3.3 Acceptable No further 
treatment 
or analysis 
required

Example of Risk Register (Risk Evaluation)

Risk Statement: 

There is the potential that a storm surge resulting from an East Coast Low will cause floods to low-lying development 
including an aged-care facility, which in turn will cause impact on the inhabitants.

Further Actions:

As implementing reasonably practicable control opportunities can reduce the risk level, both major and moderate 
consequence risks (Risk IDs 3.1 and 3.2) are currently not ALARP.
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6.4	 Detailed Analysis for Risk Assessment
ISO 31000:2009 points out that “in some circumstances, the risk evaluation 
may lead to a decision to undertake further analysis”. This provision is 
mirrored in AS/NZS 4360:2004 and is reflected in the two-stage approach 
adopted by the NERAG. Following a qualitative base-line (screening) 
assessment, a more detailed (e.g. quantitative) analysis of different 
complexity levels may be conducted, if required. The decision about the 
need for such analysis will be made at the decision point during risk 
evaluation. 

A rigorous base-line assessment will often be sufficient to identify, analyse 
and evaluate risks.  It will also provide consistent outputs from risk studies 
and allow risk treatments to be determined. However, some risks may 
require more detailed analysis before the need for treatment, or the nature 
of appropriate treatment measures, can be determined. While qualitative 
methods cannot generally be excluded for detailed analysis, it is more 
likely that semi-quantitative or quantitative methods would be used at this 
stage. However, time and effort expended in detailed analysis is time and 
effort diverted from treating the risk and will sometimes result in the same 
decisions. Detailed analysis should focus on risks, for which the initial 
qualitative analysis does not provide sufficient information for a reasonable 
decision to be made on the level of risk or the efficacy of proposed 
treatment strategies. 

Planning a Detailed Analysis

For the purposes of the NERAG, it is critical that the risk assessment 
provides measurable and consistent information on risk. Therefore, in 
planning to conduct a detailed analysis for one or more particular risks, the 
risk study team will need to conduct a gap analysis to highlight those areas 
deficient in the base-line assessment and to identify the desired outputs of 
the detailed analysis. 

In general, the outputs required from a detailed risk analysis need to 
offer sufficient information to allow the risk study team to make informed 
decisions that enable realistic treatment options to be developed. 

In planning a detailed analysis, risk study teams should also consider 
whether the analysis can provide outputs that support, not only the risk 
assessment, but also risk treatment implementation. Given their common 
use in decision making and in instruments that provide strategic risk 
treatments (e.g. regulation or land use planning schemes) for different 
hazards, outputs that could be considered include:

•	 mapping of geospatial information on the hazard for various magnitude 
events

•	 life loss risk for the person most at risk

•	 asset loss risk in terms of average annualised damage

•	 absolute probable loss from the most severe credible consequence.

Examples of gap analysis for 
detailed risk assessment

Low confidence in the risks from 
storm surge is due to uncertainty 
in the physical size (or magnitude) 
of a 1% (1:100) event: Undertake 
detailed analysis of the temporal 
distribution of storm surges.

Low confidence in the risks from 
storm surge is due to uncertainty 
in where the flooding will occur:  
Undertake detailed analysis on the 
spatial distribution of storm surges.

Low confidence in the risk of 
storm surge is due to uncertainty 
in vulnerability of communities 
to a given-size flood: Undertake 
vulnerability analysis of the local 
communities.

Scene Setting

Risk Identification

Risk Analysis

Risk Evaluation

Ongoing Risk 
Management

Detailed 
Analysis

Further Analysis 
Required?

WORKSHOP

AFTER THE	
WORKSHOP
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Example – outputs from detailed analyses which support both risk assessment and treatment implementation

Geospatial mapping of hazards 

Many planning authorities throughout Australia consider the annual exceedance probability of a hazardous event 
occurring with respect to design life and characteristics of a development, without appealing directly to acceptable 
or tolerable thresholds.  For example, the New South Wales Planning Circular PS 07-003 (2007) recommends only 1% 
flood events be considered with margin for a 0.5 m freeboard in planning.  

New Zealand has guidelines which codify this approach for landslide hazards. Under the Guidelines for Assessing 
Planning Policy and Consent Requirements for Landslide Prone Land (2006), New Zealand assigns differing annual 
exceedance probabilities for events that are likely to cause structural failure across five classes of development. This 
guides mapping efforts in risk studies.

Life loss 

In making decisions on particular developments in high risk areas, quantification of life loss risk can support 
decision making.  For example, the tolerable threshold for natural landslide risk according to the Australian Geo-
Mechanics Society (AGS) Guidelines for Landslide Risk Management 2007 sets a tolerable threshold of life loss risk 
at 1x10-5 per annum for life loss for the person most at risk for development on new slopes, and a tolerable threshold 
for development on existing slopes (i.e. infill) at 1x10-4.  These thresholds have been adopted by many planning 
authorities as thresholds for life loss risk from geotechnical hazards.

Economic loss and casualties

Economic loss is often measured and reported using Average Annualised Damage as a common currency for 
comparability.  This measure has its limitations and the ratio of maximum probable loss to average annualised loss 
is also an important indicator for comparing risks.  More importantly are absolute loss estimates, such as expected 
damage and casualties at defined extreme events – e.g. 1:500 design events.  This approach is commonly used in the 
context of building codes – along with the measures of average annualised damage and casualties.

Table 9 categorises a number of hazard analysis techniques that the risk study team could use as a basic guide in 
selecting the type of analysis suitable for the particular emergency event.

Table 9	 Selected Techniques for Detailed Analysis on Hazards

Type of Analysis Technique Characteristics

Inventory Hazard distribution analysis Analyses distribution and classification of hazards. Useful methodology for landslide 
risks.

Hazard activity analysis Analyses temporal changes in hazard patterns. 

Hazard density analysis Calculates hazard density in terrain units or as isopleth map. Maps density of hazards 
such as cyclone, earthquake, landslide over particular areas.

Heuristic Hazard precursor analysis Uses in-field expert opinion in zonation. The precursor event is measured through the 
conditional probability that the actual event would result, also known as event tree 
analysis.

Qualitative map combination Uses expert based weighting values of parameter maps. Useful for landslide risks.

Statistical Bivariate statistical analysis Calculates importance of two contributing factors in combination.

Multivariate statistical 
analysis

Calculates prediction formula from a data matrix. Useful for landslide, flood, 
earthquake and can analyse effects on people, infrastructure, etc. from the resulting 
event.

Probabilistic (magnitude/ 
frequency analysis)

Calculates prediction from inventory and time period.

Deterministic Safety factor analysis Applies relevant precursor and initiation models.
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For detailed analysis of life loss and property impacts there are a number 
of methodolgoies and approaches which may be applied. For example, 
ISO 13824:2009 provides a general framework, as well as procedures 
for identifying hazards and estimating, evaluating and treating risks of 
structures and systems involving structures. Methodologies are also 
presented for risk optimisation analysis, which take account of fatalities 
and economic loss models, hazard and vulnerability estimates, costs for 
prevention/mitigation.

For some hazards and implact classes, specific methodologies have 
been developed to support detailed analysis. For example, the 2002 
Commonwealth Government publication, Environmental Health Risk: 
Guidelines for assessing human health risks from environmental hazards, 
provides specific approaches and tools for considering environmental and 
population health risks.6

Due to the specialist knowledge usually required in detailed analysis, 
external consulting, as well as exchange of information and cooperation 
with relevant third parties, should be considered at this stage. This 
exchange of knowledge and experience can help address issues related 
to both the risks and the management of these risks, leading to a view 
on risks that is free from subjective estimations. Furthermore, involving 
external personnel in such activities contributes towards the renewal of 
available know-how and risk perception. 

Providers for conducting detailed analysis may come from a number  
of different areas:

•	 small niche/specialist providers

•	 large multi-discipline providers

•	 academic/research institutes

•	 specialist government agencies.

Re-Analysis and Re-Evaluation

The results from the detailed analysis feed back iteratively into the base-
line risk assessment. After considering outputs from the detailed analysis, 
the risk study team needs to finalise the assessment of the relevant risk(s) 
by re-analysing them in line with the standardised NERAG risk criteria. The 
subsequent re-evaluation of the risk(s) should involve detailed analysis 
specialists to inter-compare results. 

Both re-analysis and re-evaluation of the risk(s) must be recorded in the risk 
register.

6	 DOHA, 2002, Environmental Health Risk: Guidelines for assessing human health risks from 
environmental hazards, Department of Health and Ageing, available from <http://www.health.gov.au>. 
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7.	 Treat Risks
7.1	 Risk Treatment Process
Risk treatment is “…the process to modify risk” (ISO 31000:2009). Risk 
treatment aims to determine and implement the most appropriate action(s) 
in response to the identified need to treat risks. Once implemented, risk 
treatments provide for or modify the controls.

In order to ensure that the causes of the risks, rather than just the 
symptoms, are treated, a comprehensive understanding of the risks, on one 
hand, and the efficiency and effectiveness of the treatment measure on the 
other is required. Hence, information gathered and considered during the 
risk assessment process will have implications for risk treatment.

In general, a four-step process is used for risk treatment:

1.	 Formulation of risk treatment objectives for identified risk treatment 
needs.

	 Refer to the risk assessment, namely:

	 •	 scenario dynamics as represented in the bow-tie diagram

	 •	� control opportunities (implementation or upgrade) considered during 
risk analysis and risk evaluation

	 •	 categorisation of risks during the risk evaluation.

2.	 Identification of options for risk treatment and development, and design 
of those options. This process is based on a review of underlying factors 
that influence treatment effectiveness. 

	 Risk treatment options for emergency risks will not necessarily be 
mutually exclusive and could include:

	 •	 avoidance of the risk

	 •	 removing a risk source

	 •	 changing the likelihood of:

		  −	an initiating event or source of risk occurring

		  −	a hazard impacting on elements at risk

		  −	�consequences occurring should a source of risk cause a hazard to 
impact on elements at risk

	 •	 sharing the risk

	 •	 retaining the risk by informed decision.

3.	 Evaluation of risk treatment options is based on:

	 •	 first-pass cost-benefit analysis 

	 •	 treatment effectiveness

	 •	 revisiting and/or extending risk analysis

	 •	 acceptance of residual risks.

Treatment Objectives

Treatment option 
Identification

Treatment Option 
Evaluation

Treatment Plan

Ongoing Risk 
Management for 

residual risk
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In general, the selection (usually of a range) of treatment options will be based on considering the trade-off 
between the level of risk and the cost of reducing the risk using a variety of tools and subsequent sensitivity tests. 
Where the treatment options may prove to be very expensive, difficult to implement, have long implementation 
times or not popular with the local population, further detailed analysis of treatment options to achieve the desired 
risk reduction should be considered. If, during evaluation, residual risks are not tolerable, further options for risk 
treatment will need to be considered. 

4.	Development of the risk treatment plan and its implementation and acceptance of residual risks, if any.  
The purpose of the treatment plan is to document how the chosen options will be implemented.  
The treatment plan should include:

	 •	 details on why particular treatments were selected

	 •	 anticipated benefits from treatment actions

	 •	 the proposed actions

	 •	 resource requirements

Treatment Objectives

Treatment option 
Identification

Treatment Option 
Evaluation

Assess  
Residual Risks

Do proposed  
treatments satisfy  
the risk treatment 

objectives?

Are residual risks 
acceptable or ALARP?

Decision Point

(Is further  
analysis required  
to decide upon  
or justify risk  
treatment?

Undertake Detailed 
Analysis e.g. cost benefit 

analysis of treatment 
strategies

Are treatments  
acceptable,  

feasible, affordable,  
sustainable and safe?

Treatment Plan

Gap Analysis

Yes

Yes

Yes

No

No No
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	 •	 responsibilities

	 •	 timing and schedule

	 •	 performance measures

	 •	 reporting and monitoring requirements.

The criteria in Appendix B might prove useful when developing a risk 
treatment plan. 

The risk treatment process is described in detail in ISO 31000:2009 and 
Standards Australia Handbook HB 436:2004.

7.2	 Detailed Analysis for Risk Treatment
In planning a detailed analysis for risk treatment, the risk owners will 
generally need to conduct a gap analysis to highlight deficiencies in 
information upon which to make a decision. This is particularly the case 
when treatment options have economic, financial, project or political risks. 

The intent of detailed analysis is to support decision making and to 
ensure that the benefit to the community outweighs the costs (this is a 
fundamental principle). Treatment of the risk should also be proportional  
to the issue. A sensitivity check on selected options will also test the levels 
of uncertainty and provide a degree of confidence.

For government agencies, there will be state and national requirements 
that will influence the development of a planned detailed analysis of risk 
treatment options. For example, if strategic treatment options are proposed 
(such as regulation) there are nationally agreed approaches, endorsed by 
COAG, for evaluating regulatory courses of action.7

A number of quantitative approaches exist to assist in detailed analysis  
of risk treatment options including:

•	 regulatory impact assessments

•	 cost-benefit analysis

•	 measuring business compliance costs

•	 assessing effects on competition.

Detailed advice on these quantitative approaches (risk analysis, 
measurement of business compliance costs and assessment of competition 
effects) is included in the appendices to the COAG Best Practice Regulation 
guide, which is available from http://www.coag.gov.au/.

Example of gap analysis for risk 
treatment

Cost of building levee banks 
to protect all communities is 
grossly disproportionate to the 
risk benefit achieved: undertake 
control efficiency assessment of 
the benefits of levee banks and 
undertake a cost-benefit analysis 
to prioritise locations for levee 
construction.

7  COAG, 2007, Council of Australian Governments – Best Practice Regulation – A Guide for Ministerial Councils and National Standard Setting Bodies,  
Council of Australian Governments, available from <http://www.coag.gov.au/ministerial_councils/>.
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Appendices: 

Appendix A	 Describing Your Environment

Appendix B	 �Some Criteria for Assessing 
Risk Treatment Options

Appendix C	 Glossary of Terms

Appendix D	 Worked Example
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Appendix A – Describing Your Environment
Describing Your Environment

Geography The physical environment and location of your community within the state. Include boundaries, 
major geographic features, vegetation cover, general land use patterns and proximity to hazards.

Climate and Weather Describe the climate and seasonal weather patterns in your area. You may find it useful to access 
resources such as Bureau of Meteorology, but the importance of local knowledge cannot be 
overstated. Some relevant situations to address are flood, storm-tide levels.

Population Population statistics, including distribution and growth, general demographics; cultural, religious, 
and language considerations; socioeconomic status; mobility.

Community Capacity Description of the community’s capacity (human and physical) to contribute to the prevention of 
disasters, such as volunteer brigade, level of experience in dealing with disasters (frequency and 
magnitude).

Industry Description of main industry or predominant industry type, and the facilities associated with each 
industry.

Public Buildings, Spaces & Events Identify any public locations where people gather, including shopping centres, parks, libraries, 
sporting complexes, educational facilities. Also describe any recurring or planned inaugural events.

Critical Infrastructure Identify locations of health (hospitals) and emergency services (fire, ambulance, and police), 
government buildings and facilities, major roads, rail, airports.

Essential Services Electricity, water, gas supply, sewerage, telecommunications.

Hazardous Sites Identify sites that produce or store hazardous materials that by content and/or location have 
potential to be a risk to the community.

Reproduced from Queensland Disaster Management Planning Guidelines 2005 (Queensland Government, Department of Emergency Services).

Appendix B – Some Criteria for Assessing Risk Treatment Options
Criteria Questions

Cost Is this option affordable? Is it the most cost effective?

Timing Will the beneficial effects of this option be quickly realised?

Leverage Will the application of this option lead to further risk-reducing actions by others?

Administrative efficiency Can this option be easily administered or will its application be neglected because of difficulty of 
administration or lack of expertise?

Continuity of effects Will the effects of the application of this option be continuous or merely short term?

Jurisdictional authority Does this level of government have the legislative authority to apply this option? If not, can higher 
levels be encouraged to do so?

Effects on the economy What will be the economic impacts of this option?

Effects on the environment What will be the environmental impacts of this option?

Risk creation Will this option itself introduce new risks?

Equity Do those responsible for creating the risk pay for its reduction? When the risk is not man-made, is 
the cost fairly distributed?

Risk reduction potential What proportion of the losses due to this risk will this option prevent?

Political acceptability Is this option likely to be endorsed by relevant governments?

Public and pressure group reaction Are there likely to be adverse reactions to implementation of this option?

Individual freedom Does this option deny basic rights?

Reproduced from Emergency Risk Management Applications Guide, Manual 5 (Emergency Management Australia, 2004).



National Emergency Risk Assessment Guidelines

Exposure Draft O.C – August 200952

Appendix C – Glossary of Terms
ALARP As Low As Reasonably Practicable.

Community A group of people with a commonality of association and generally defined by location, shared 
experience or function.

Consequence Outcome or impact of an event.

Control A measure that modifies risk. This may be an existing process, policy, device, practice or other 
action that acts to minimise negative risk or enhance positive opportunities. The word “control” may 
also be applied to a process designed to provide reasonable assurance regarding the achievement 
of objectives. 

Control (adequacy) 
assessment

Systematic review of processes to ensure that controls are still effective and appropriate.

Elements at risk The population, buildings and civil engineering works, economic activities, public services and 
infrastructure etc. exposed to sources of risk.

Emergency An event, actual, or imminent, which endangers or threatens to endanger life, property or the 
environment, and which requires a significant and coordinated response.

Event Occurrence or change of a particular set of circumstances.

Frequency A measure of the number of occurrences per unit of time.

Hazard Source of potential harm.

Impact See “consequence”.

Likelihood Chance of something happening. It is used as a general description of probability and may be 
expressed qualitatively or quantitatively. 

Loss Any negative consequence or adverse effect, financial or otherwise.

Mitigation Measures taken in advance of a disaster aimed at decreasing or eliminating its impact on society 
and environment.

Monitor Continual checking, supervising, critically observing or determining the status to identify change 
from the performance level required or expected. Monitoring is often applied to residual risks, 
controls, the risk management framework or risk management processes.

Organisation Group of people and facilities with an arrangement of responsibilities, authorities and relationships.

Preparedness Arrangements to ensure that, should an emergency occur, all those resources and services which are 
needed to cope with the effects can be efficiently mobilised and deployed.

Prevention Regulatory and physical measures to ensure that emergencies are prevented, or their effects 
mitigated.

Probability A measure of the chance of occurrence expressed as a number between 0 and 1. “Frequency” or 
“likelihood” rather than “probability” may be used in describing risk.

Recovery The coordinated process of supporting emergency-affected communities in the reconstruction of the 
physical infrastructure and restoration of emotional, social, economic and physical wellbeing.

Residual Risk Risk remaining after risk treatment. Following implementation of risk treatment, residual risk can 
also be referred to as retained risk.

 

Resilience The capacity of a system, community or society, potentially exposed to hazards, to adapt by 
resisting or changing, in order to reach and maintain an acceptable level of functioning and 
structure. This is determined by the degree to which the social system is capable of organising itself 
to increase its capacity for learning from past disasters for better future protection and to improve 
risk reduction measures.8

Response Actions taken in anticipation of, during, and immediately after, an emergency to ensure its effects 
are minimised and that people affected are given immediate relief and support.

8  UN/ISDR, Geneva 2004.
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Risk The effect of uncertainty on objectives. For emergency risk assessments the effect is usually a 
negative deviation from the expected and is characterised by hazardous events and the likelihoods 
of particular consequences.

Risk Analysis Process to understand the nature of and to determine the level of risk.

Risk Assessment The overall process of risk identification, risk analysis and risk evaluation.

Risk Criteria Terms of reference against which the significance of risk is evaluated.

Risk Evaluation Process of comparing the results of risk analysis with risk criteria to determine whether the risk and/
or its magnitude are/is acceptable or tolerable.

Risk Identification The process finding, recognising and describing risks.

Risk Management Coordinated activities to direct and control a community or organisation with regard to risk.

Risk Management Process The systematic application of management of policies, procedures and practices to the tasks of 
communicating, consulting, establishing the context, and identifying, analysing, evaluating, treating, 
monitoring and reviewing risk.

Risk Reduction Actions taken to lessen the likelihood, negative consequences, or both, associated with a risk.

Risk Register A list of risk statements describing sources of risk and elements at risk with assigned consequences, 
likelihoods and levels of risk.

Risk Treatment Process of selection and implementation of measures to modify risk. The term “risk treatment” is 
sometimes used for the measures themselves.

Source of Risk An element which alone or in combination has the intrinsic potential to give rise to risk.

Stakeholders Those people and organisations that can affect, be affected by, or perceive themselves to be 
affected by a decision or activity. 

Susceptibility The potential to be affected by loss.

Vulnerability The conditions determined by physical, social, economic and environmental factors or processes, 
which increase the susceptibility of a community to the impact of hazards.9

9  UN/ISDR, Geneva 2004.
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Appendix D – Worked Example

1.	 Context of the Risk Study

Objective:

Conduct an assessment of the risks to the community of an East Coast Low in order to direct and prioritise 
the community’s emergency management efforts through prevention, preparedness, response and recovery 
activities.

Scope:

The assessment will address the risks of a storm surge, associated with an East Coast Low, to the local 
community and consider possible impacts to people and infrastructure in the municipality. Storm surges  
to be considered are 1:100-year and 1:500-year events.

Stakeholders:

Local Fire Authority, Local Police, Council Representatives (including finance, engineering), Volunteer Emergency 
Workers, Health Department Representatives, Members of the relevant Business Community, Representatives 
from the Bureau of Meteorology, Water Authority

Risk Criteria:

NERAG consequence/likelihood tables, risk matrix and evaluation matrices

Key Elements:

Source:

	 Storm surge – breaking levee banks, dam failure

Impacts:

	 Damage to infrastructure, including sewage treatment plant, railway line

	 Impacts on people, including potential loss of life and displacement

Vulnerable communities:

	 Low-lying development, including aged-care facility without flood protection

Justification:

It was resolved to consider an East Coast Low because we have a history over the last 200 years of significant 
impacts along the north coast of the region. The focus on 1:100- and 1:500-year events will allow us to consider 
the appropriateness of our measures. We limited the sources of risk to storm surge as historical events have 
repeatedly flooded significant parts of our community. Given the existing settlements and infrastructure, the 
focus of the risk study is on impacts on people and infrastructure.
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NERAG RISK REGISTER

Date: XX XXX XXXX	 Assessment Team:

Objective:
Conduct an assessment of the risks to the community of an East Coast Low in order to direct and prioritise the community’s emergency  
management through prevention, preparedness, response and recovery.

Scope:
The assessment will address the risks of a storm surge, associated with an East Coast Low, to the local community and consider possible  
impacts to people and infrastructure in the municipality. Storm surges to be considered are 1:100-year and 1:500-year events

Risks:

Risk Identification 							       Risk Risk

Risk 
No.

Risk  
Statement

Source
Impact 

Category

Prevention / 
Preparedness 

Controls

Recovery / 
Response 
Controls

Risk 
No.

Level of 
Existing  

PP Controls

Level of Existing 
RR Controls

Consequence Likelihood Risk
Confidence 

Level
Risk 
No.

Tolerability Treatment Strategies
Residual 

Consequence
Residual 

Likelihood
Residual 

Risk
Further 
Action

1 There is the 
potential that 
a storm surge 
resulting from 
an East Coast 
Low will cause 
floods in the 
coastal areas of 
the community, 
which in turn 
will cause failure 
of significant 
infrastructure 
and service 
delivery.

Storm 
Surge Infrastructure

Levee Banks

Building 
Regulations

Drainage 
Maintenance

Urban Planning

SES

Business 
Continuity 

Plans

2 There is the 
potential that 
a storm surge 
resulting from 
an East Coast 
Low will cause 
floods in the 
coastal areas of 
the community, 
which in turn will 
cause impact on 
the inhabitants.

Storm 
Surge People

Levee Banks

Building 
Regulations

Public 
Education

Drainage 
Maintenance

Early Warning 
System

Urban Planning

SES

Emergency 
Shelters

Volunteer 
Organisations

Medical 
Services

3 There is the 
potential that 
a storm surge 
resulting from an 
East Coast Low 
will cause floods 
to low-lying 
development 
including an 
aged-care 
facility, which in 
turn will cause 
impact on the 
inhabitants. Storm 

Surge People

Building 
Regulations

Public 
Education

Drainage 
Maintenance

Early Warning 
System

SES

Emergency 
Shelters

Volunteer 
Organisations

Medical 
Services

Evacuation 
Arrangements

3.1 Building  
Regulations	 2
Public  
Education	 1
Drainage  
Maintenance	 2
Early Warning  
System	 2

SES	 2
Emergency  
Shelters	 NA
Volunteer  
Organisations	 1
Medical Services	 3
Evacuation 
Arrangements	 2

Major Unlikely Medium Moderate

3.1

Tolerable 
subject to 

ALARP

Design and install  
Levee Banks
Improved Evacuation Plans 
for aged-care facility
Training for Emergency 
Services in evacuation of 
aged community

Major Rare Medium

Treatment 
required, 
no further 
analysis

3.2 Building  
Regulations	 2
Public  
Education	 1
Drainage  
Maintenance	 3
Early Warning  
System	 2

SES	 2
Emergency  
Shelters	 2
Volunteer  
Organisations	 1
Medical Services	 3
Evacuation 
Arrangements	 2

Moderate Possible Medium Moderate

3.2

Tolerable 
subject to 

ALARP

Design and install Levee 
Banks
Improved Evacuation Plans 
for aged-care facility
Training for Emergency 
Services in evacuation of 
aged community

Moderate Rare Low

Treatment 
required, 
no further 
analysis

3.3 Building  
Regulations	 2
Public  
Education	 1
Drainage  
Maintenance	 3
Early Warning  
System	 2

SES	 2
Emergency  
Shelters	 2
Volunteer  
Organisations	 1
Medical Services	 3
Evacuation 
Arrangements	 2

Minor Possible Low High

3.3

Acceptable

No further 
treatment 

or 
analysis 
required

4.	 Risk Register




